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Achtergrond en doelstelling Smooth

More than 9 out of 10

Micro-enterprises represent

over 70% fuxl nferprses in
vulnerable Europe in the non-financial MEs generally have
business sector. fc;;/ver than 10
employees.

Micro-enterprises are more
vulnerable than bigger structures,
due to their lack of expertise and

resources to invest in the adoption & <10 emp|0yees
of the GDPR J
* < €2 Million

MEs have an annual
furnover or balance sheet
below €2 million.

‘SMOOQOTH aims to assist micro-enterprises in adopting and complying with the GDPR by designing and
implementing easy-to-use and affordable tools. This will generate awareness regarding GDPR obligations and allows
them to analyze their compliance level with the regulation.”
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SMOQOTH - Project

GDPR Compliance Cloud Platform for Micro-Enterprises

= Horizon 2020
= Topic: DS-08-2017 (“Cybersecurity PPP: Privacy, Data Protection, Digital Identities”)
= Type of action: Innovation action

= Start date: 1 May 2018
» End date: 31 January 2021
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\Orchestrating a brighter world
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Hoe helpt Smooth micro-
ondernemingen (en KMO'’s)?
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Smooth producten

« Smooth website

 GDPR Handbook

« Geautomatiseerde GDPR-compliance-test
« Smooth community (Funding Box)

« CEN Workshop Agreement ‘Guidelines for Traditional Micro-SMEs” GDPR
compliance’
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Smooth methodologie

« Samenwerking tussen:
* Vertegenwoordigers van KMO's

« Gevestigde technologiebedrijven
* Onderzoek en ontwikkeling
* Go-to-market

 Toezichthoudende autoriteiten
o Universiteiten
« Standaardiseringsorganisatie
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Smooth website

https://smoothplatform.eu/

« Algemene informatie

* Webinars

* Nieuwsbrieven

e Quiz

« Schema'’s en grafische weergaven
* Explainer video’s

 Etc.
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https://smoothplatform.eu/

Smooth website

https://smoothplatform.eu/

°°°° £ Search

Home About What is the GDPR? Results Media SMOOTH Market Pilot Contact Events

GDPR Compliance Cloud Platform for Micro Enterprises MORE INFO

SMOOTH Market Pilot GDPR Handbook

Don’t miss your chance to get tailored support for your data The GDPR Handbook is an online handbook for

management - Be GDPR complaint and improve your business! micro-enterprises, providing detailed guidance on:

It's free and easy and you'll get a 12-month free subscription

(once the tool is published)? - How GDPR affects companies’ organisation and
daily activities;

SMOOTH has opened registrations for the market pilot of its - What actions they must undertake in order to

cloud platform. This is the chance for small businesses across become compliant;

Europe to quickly test if their data storage and management is — How to navigate through the regulation.

GDPR-compliant. The process is optimised: you can get resuits
in afew clicks.

’
wn & &
[ soooa I os L webveson

SMOOTH Project

SMOOTH assists micro enterprises in adopting and complying with the General Data Protection Regulation (GDPR) by designing and implementing easy-to-use and affordable

tools. This will generate awareness on their GDPR obligations and analysing their level of compliance with the new data protection regulation.

SMOOTH Market Pilot

SMOOTH is the first tool being explicitly targeted to small businesses, the most vulnerable EU enterprises to fail GDPR adoption.

Through the registration, your small business can become a tester of the platform and verify if it is compliant with the GDPR.
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https://smoothplatform.eu/

Smooth website
https://smoothplatform.eu/

Home About What is the GDPR? Results SMOOTH Market Pilot Contact Events

INFORMATION

Search
A CEN Workshop Agreement (CWA) ‘Guidelines for Traditional Micro-SMEs’ GDPR
compliance’ is being developed within the SMOOTH Project.

Blog - By SMOOTH : February 6, 2021 « Leave a comment

The future CWA will provide GDPR-compliance guidelines for Traditional Micro-SMEs acting as controllers for low-

risk pr ing operati It will provide practical guidance on the key GDPR requirements to be considered by

such Micro-SMEs translating these into the practical legal requirements they shall comply with, to be GDPR Recent Posts

compliant. The document will contain practical guidance, checklists,... A CEN Workshop Agreement (CWA)
Details » ‘Guidelines for Traditional Micro-SMEs’

GDPR compliance’ is being developed
within the SMOOTH Project.

SMOOTH Comes to an End, but the GDPR

SMOOTH Comes to an End, but the GDPR Support to MENTSs Support o MENTS Docs ot

Does Not
CORDIS Article: A helping hand for

Blog, Media, SMOOTH Updates + By SMOOTH - January 27, 2021 - Leave a comment microenterprises grappling with the GDPR
At the end of January 2021, the SMOOTH Project comes to end, but our tools

and community will keep supporting MENTSs in being GDPR compliant!

SMOOTH AND THE FUTURE OF THE GDPR Research suggests that micro-

enterprises often lack resources in terms of time, finance, people, and Archives

knowledge to properly understand and apply the GDPR...

February 2021
Details »
January 2021
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https://smoothplatform.eu/

CEN Workshop Agreement

‘Guidelines for Traditional Micro-SMEs’ GLC
compliance’

PR

* Pre-normatief document — soort ‘soft-standaard’, ondersteund door CENELEC

Kan uitgroeien tot standaard

Focus op traditionele micro-ondernemingen

Gids, richtliinen en good practices voor GDPR-implementatie en assessment

Eerder gericht op raadgevers, dan op micro-ondernemingen zelf

Nu: publieke consultatieronde (tot 28 maart 2021):
* https://www.cencenelec.eu/news/workshops/Pages/WS-2021-005.aspx
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https://www.cencenelec.eu/news/workshops/Pages/WS-2021-005.aspx

Smooth community

https://spaces.fundingbox.com/c/smooth

Y

Community Spaces

SMOOTH / Support

Last message: 8 days ago

Support chat for SMOOTH's pilot
programme. How can we help you?

SMOOTH/PilotBugs

All issues encountered by the users during the
SMOOTH pilot will be pasted by FBA in this
private space for the...

SMOOTH / Introduce yourself

Last message: a month ago

Introduce yourself to other people in the
community of SMOOTH

SMOOTH/Legal concerns
Last message: 3 months ago
If you think that a specific action has a

possible legal implication, please raise the
question and involve THE LAWYERS
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https://spaces.fundingbox.com/c/smooth

GDPR Handbook
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GDPR Handbook

https://www.gdprhandbook.eu/

* Informatie aangepast een noden van micro-ondernemingen

» Toegankelijke en bruikbare informatie
 “Tijd voor actie’

« Ondersteund door voorbeelden, visuals, schema’s en video
 (Links naar) nuttige templates en praktische bronnen

» Test je GDPR-kennis

« Website en mobiele app

72~
[ 1]
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https://www.gdprhandbook.eu/

GDPR Handbook

https://www.gdprhandbook.eu/

GDPR HANDBOOK Q search..

GDPR in a nutshell Basics & Essentials GDPR Principles & Rights Compliance Process ing Situations  Toolbox =

"GDPR is the biggest legal change
of the digital age"

-Mark Lomas, Cap Gemini

...and we are here to help you, step by st
to be GDPR compliant.
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https://www.gdprhandbook.eu/
http://www.gdprhandbook.eu/

GDPR Handbook

https://www.gdprhandbook.eu/

GDPR HANDBOOK Q search |

GDPR in a nutshell Basics & Essentials GDPR Principles & Rights Compliance Processing Situations ~ Toolbox Us &= ~

Compliance

Where to start compliance?

With all GDPR obligations, it can be quite difficult to see the wood for the
trees and understand where to start with the implementation.
Don't panic, you are at the right place.
- Here we will provide you with a step-by-step guide on how to become
~ GDPR compliant.
3 This implementation should be a general matter of common sense and
organisation in your enterprise, not only a technical or legal project.

Follow the guide!

Put a (provisional) privacy pelicy and cookie policy on your website.

This allows you to be “visibly” compliant and allows anyone who wants to know
how you process their data to be informed about it

Adapt your forms, e-mails and newsletter to make sure they contain the
right information notices and options (such as an unsubscribe button).
These are all forms of external communications and by adding these your

customers, clients, the authorities and anyone you communicate with, will see
your commitment to respecting their privacy.
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https://www.gdprhandbook.eu/

GDPR Handbook

https://www.gdprhandbook.eu/

GDPR HANDBOOK Q search. |

GDPR in a nutshell Basics & Essentials ~ GDPR Principles & Rights ~ Compliance  Processing Situations ~ Toolbox U #£a v

For the consent to be valid it should be freely given, specific, informed, and
unambiguous.

Freely given

Informed

Unambiguous

A common misconception is that “consent” is the main basis for data processing. Although it plays an
important role, it is certainly not excluded that, depending on the context, other lawful bases are more
appropriate. Because of the strict, cumulative requirements for valid consent under the GDPR, it is better to
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https://www.gdprhandbook.eu/

GDPR Handbook

https://www.gdprhandbook.eu/

<« Search ull ¥ 22:38 @ 86% @) é

D The GDPR Handbook (= (X The GDPR Handbook é e

G The GDPR Handbook

The GDPR Handbook e

Handbook

Handbook
Handbook

fiipliance Basic & Essencials

"GDPR is the biggest
legal change of the digital age"

- Mark Lomas, Cap Gemini

GDPR in a nutshell

About Compliance

We are ready to help you, step
by step, become more compliant.

GDPR Principles & rights
Learn more

s l Processing situations

A personal data breach must:

Be notified to the data protection . . .

authority within 72 hours , unless the Relatlonshlp to e—Prlvacy

personal data breach is unlikely to result

in a risk to the rights and freedoms of the
concemed persons

Only be communicated to the

This project has received funding from the This project has received tunding from the
European Union's - 2020 rosearch © 2019 European Union's Horizon 2020 research  © 2019
s el e ey, SMOBTH 3 emsrmion oroga =  SMOOTH et ogsmmeinarstt. - SMOOTH

agremment No.786741 agromment No.786741
e —
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https://www.gdprhandbook.eu/

GDPR Handbook

https://www.gdprhandbook.eu/

* Download the mobile app:

W © Android:
https://play.qgooqgle.com/store/apps/details?id=com.gdpr.qgdprhandbook

’

.- 10S: https://apps.apple.com/tt/app/qgdpr-
handbook/id152965777/8#?platform=ipad
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https://play.google.com/store/apps/details?id=com.gdpr.gdprhandbook
https://apps.apple.com/tt/app/gdpr-handbook/id1529657778#?platform=ipad
https://www.gdprhandbook.eu/

Geautomatiseerde GDPR-evaluatie
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Automatische GDPR-analyse
https://questionnaire.smoothplatform.eu/ul

* Vragenlijst
e Database analyse
 Document analyse

* Privacy policy

« Cookie policy

« Toestemmingsformulier

« Website en app analyse
» Cookies
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https://questionnaire.smoothplatform.eu/ui

Vragenlijst
https://questionnaire.smoothplatform.eu/ul

« Algemene info

Klantengegevens
Werknemersgegevens
Leveranciersgegevens

Website en mobiele applicatie
Transparantie

Minimale gegevensverwerking, juistheid en opslag
Data minimisation, accuracy, storage
ICT Security
Gegevensbeschermingsrechteb
Andere GDPR vereisten
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https://questionnaire.smoothplatform.eu/ui

Automatische GDPR-analyse
https://questionnaire.smoothplatform.eu/ul

« Document analyse
 Privacy policy
« Cookie policy
« Toestemmingsformulier
« Website en app analyse
» Cookies
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https://questionnaire.smoothplatform.eu/ui

Automatische GDPR-analyse - vragenlijst
https://questionnaire.smoothplatform.eu/ul

PRIVACY

INFORMATION

DATA

Processing Customer Personal Data
4 I

1. Does your company collect, store or process in any way personal data from (potential) customers? e

(®) Yes, upload database
No

£

Click or drag file to this area to upload

Single or bulk upload

N

A

&
= »

\ V-
e N

2. Which types of personal data does your company collect from (potential) customers or clients?

Contact information (name, [email)address, tel nr., etc.)

Other identification data, such as ID nr, TIN- Tax Identification Number, {electronic) signature

Data regarding personal characteristics (nationality, marital status, dats of birth, age, gender, etc.)
Political, religious or philosophical beliefs, ethnicity, trade union membership or sexual life and orientation
(video) images or voice recordings

Information about health, disabilities, genetics or biometric data

Payment and billing details

Financial information, such as bank details, revenue etc.

Academic or professional data

Information about criminal offences or convictions or certificate of good conduct

Information about someone's location at specific moments, such as fleet control through the use of the gps function in a smart device used by

employees or customers (gps tracker in cars) or through detailed reports in which employees note where they are at which moment
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https://questionnaire.smoothplatform.eu/ui

Automatische GDPR-analyse - rapport
https://questionnaire.smoothplatform.eu/ul

PRIVACY

INFORMATION

DATA

GDPR compliance report

Company BW-Legal
User mps-bb5
Date Mar 8, 2021, 11:59:50 AM

General disclaimer

[The main aim of the SMOOTH Platform is to guide micro-enterprises on the road to GDPR
lcompliance. The results of the compliance report generated by the SMOOTH Platform are
for general informational purposes and guidance only. More specifically, based on the
information provided to us, it envisages to provide an indication on how well your company
is dealing with the GDPR at the moment, and which steps your company should take in
light of GDPR compliance. The compliance report is provided in goed faith and based on the|
lconsortium’s extensive experience with, and knowledge about, the GDPR and its
implementation in micro-enterprises. We do not, however, warrant or guarantee that the
report will reflect your entire situation, nor can we guarantee that complying with all
proposed steps will make you fully GDPR-compliant.

Please note that we may not discover every type of (sensitive) personal data that you're
processing, especially if they are mentioned in other languages than the language you
have chosen to perform this assessment. Please check our GDPR Handbook to make sure
[that you are not illicitly processing sensitive data.

|warning message: Do you process personal data on behalf (Jon instruction) of your
Iclients? That means you're also acting as a data processor. Please read more on your
obligations as a data processor in the SMOOTH GDPR Handbook

D1. General business info

Based on the business sector you are operating in, you are most likely
involved in high-risk processing. The SMOOTH Platform was built for
enterprises involved in low- or mid-risk processing, therefore it could be that
our Platform is not entirely suitable to assess your GDPR compliance. High-risk
processing requires extra safeguards to be taken. For more information on
what constitutes high risk processing and the consequences thereof, check
out the GDPR Handbook (https://www.gdprhandbook.eu).
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https://questionnaire.smoothplatform.eu/ui

Vragen?

Brahim Bénichou
Centre for IT & IP Law KU Leuven
NautaDutilh
MyPrivacySpecialist.com

brahim.benichou@kuleuven.be
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